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Courses Outlines

CISCO:
CCNA – CCNP – CCDA – CCDP – CCNA SP – CCNP SP – CCNA SPO  – CCNP SPO – CCNA Security – CCNP Security – CCNA Voice – CCNP Voice
CWNP:
CWTS – CWNA – CWAP – CWDP – CWSP

Telecom:
2G – 3G – 4G – RF – Optical Fibers
Information Security:
CISA – CISM – CISSP – COBIT – TOGAF
CCNA / 200-120
Operation of IP Data Networks

LAN Switching Technologies

IP addressing (IPv4 / IPv6)

IP Routing Technologies

IP Services

Network Device Security

Troubleshooting

WAN Technologies

CCNP

Route 642-902

Implement an EIGRP based solution, given a network design and a set of requirements

Implement a multi-area OSPF Network, given a network design and a set of requirements 

Implement an eBGP based solution, given a network design and a set of requirement
Implement an IPv6 based solution, given a network design and a set of requirements

Implement an IPv4 or IPv6 based redistribution solution, given a network design and a set of requirements
Implement Layer 3 Path Control Solution

Switch 642-813

Implement VLAN based solution, given a network design and a set of requirements
Implement a Security Extension of a Layer 2 solution, given a network design and a set of requirements

Implement Switch based Layer 3 services, given a network design and a set of requirements

Prepare infrastructure to support advanced services

Implement High Availability, given a network design and a set of requirements

Tshoot 642-832

Maintain and monitor network performance

Troubleshoot Multi Protocol system networks
CCDA
DESGN / 640-864

Describe the Methodology used to design a network

Describe network structure and modularity

Design Basic Enterprise Campus Networks

Design Enterprise Edge and Remote Network Modules

Design IP Addressing and Routing Protocols

Design network services
CCDP
SWITCH / 642-813

Implement VLANs.

Conduct the operation of Spanning Tree protocols in a hierarchical network.

Implement Inter-VLAN routing.

Implement gateway redundancy technologies.

Describe and configure wireless client access.

Describe and configure security features in a switched network.

Configure support for voice.

ROUTE / 642-902

Implement EIGRP operations.
Implement multi area OSPF operations.

Implement Cisco IOS routing features.

Implement BGP for enterprise ISP connectivity

Implement multicast forwarding.

Implement IPv6.

ARCH / 642-874

Design advanced enterprise campus networks

Design advanced IP addressing and routing solutions for enterprise networks

Design WAN services for enterprise networks

Design an enterprise data center

Design security services

________________________________________________________________________________________________________

CCNA Service Provider
SPNGN1 / 640-875
Describe the purpose and function of IP and data network devices

Describe QoS, MPLS, multicast, high availability, and VPN technologies

Describe and differentiate IPv4 and IPv6 addressing schemes

Describe and configure switched and routed network technologies

Configure IP services like NAT and DHCP

Configure Cisco IOS, IOS XE, and IOS XR software on Cisco platforms

Configure transport, access, and edge technologies, as well as security in the network

Configure network management protocols like Net flow, SNMP, and CDP on Cisco platforms

SPNGN2 / 640-878

Present a unified view of a service provider network in relation to Cisco IP NGN architecture

Implement and verify VLANs and trunking. Configure HSRP, VRRP, and GLBP. Configure and verify OSPF and IS-IS, and describe MPLS LDP

Describe the basics of link state routing protocols. Describe the operation and configuration of single area OSPF (including load balancing and authentication), IS-IS, common issues with IS-IS, and approach for troubleshooting problems

Configure basic BGP to enable inter-domain routing in a service provider network

Describe ACL and IP address translation

Describe the fundamentals of Cisco IOS XR, and IOS XE software technology

CCNP Service Provider
SPROUTE / 642-883
Service Provider Routing

Implement OSPF in the Service Provider Network

Implement Integrated IS-IS in the Service Provider Network

Implement BGP in the Service Provider Network

Routing Protocol Tools and Route Manipulation

SPADVROUTE / 642-885

Service Provider Connectivity with BGP

Scale Service Provider Network

Secure and Optimize BGP

Multicast Overview

Intra- and Inter-Domain Multicast Routing

Service Provider IPv6 Transition Implementations
SPCORE/ 642-887

Multiprotocol Label Switching

MPLS Traffic Engineering

QoS in the Service Provider Network

QOS Classification and Marking

QoS Congestion Management and Avoidance

QoS Traffic Policing and Shaping

SPEDGE/ 642-889

VPN Technologies

MPLS Layer 3 VPN

Complex MPLS Layer 3 VPNs

Layer 2 VPNs and Ethernet Services

CCNA SP Operations
SSPO / 640-760
Introduction to the Service Provider NGN and the Operations Environment

NMS Tools and Protocols

Incident Management

Fault Management

Configuration Management

Change Management

Performance Management

CCNP SP Operations
OFCN / 642-770

Operations Functions, Models, and Processes Review

Cisco IOS XR Fundamentals

Change Management Procedures

Configuration Management Procedures

IP NGN Troubleshooting Skills

Performance Management on IP NGN Components Lab Outline

MSPRP / 642-775

Service Provider Routing Operation Processes

Change Management for Routing Protocols

Performance Management for Routing Protocols

Fault Management for Routing Protocols

MSPVM / 642-780

Service Provider VPN Operation Processes

Change Management for MPLS and MPLS VPNs

Performance Management for MPLS and MPLS VPNs

Fault Management for MPLS and MPLS VPNs

MSPQS / 642-785

Service Provider QoS Operation Processes
Change Management for QoS
Performance Management for QoS

Fault Management for QoS

________________________________________________________________________________________________________
CCNA Security
IINS / 640-554
Common Security Threats

Security and Cisco Routers

AAA on Cisco Devices

IOS ACLs

Secure Network Management and Reporting

Common Layer 2 Attacks

Cisco Firewall Technologies

Cisco IPS

VPN Technologies

CCNP Security
Secure / 642-637
Pre-Production Design

Complex Operations Support

Advanced Troubleshooting

IPS / 642-627
Pre-Production Design

Complex Support Operations

Advanced Troubleshooting

Firewall / 642-618
Cisco ASA adaptive security appliance Basic Configurations

ASA Routing Features

ASA Inspection Policy

ASA Advanced Network Protections

ASA High Availability

VPN / 642-648
Common Cisco ASA adaptive security appliance VPN Configurations Components

ASA IP SEC S2S VPN

ASA EZVPN

Basic EZVPN remote operations on the ASA 5505 using ASDM

ASA Any Connect SSL VPNs

ASA Clientless SSL VPNs

SSL VPN High Availability

________________________________________________________________________________________________
CCNA Voice
ICOMM / 640-461
Describe the characteristics of a Cisco Unified Communications solution

Provision end users and associated devices

Configure voice messaging and presence

Maintain Cisco Unified Communications system

Provide end user support

CCNP Voice
CVOICE / 642-437

Describe a dial plan

Describe the basic operation and components involved in a VoIP call

Implement Cisco Unified Communications Manager Express to support endpoints using CLI

Configure Cisco Unified Communications Manager Express endpoints

Describe the components of a gateway

Implement a gateway

Implement Cisco Unified Border Element

Describe the need to implement QoS for voice and video

Describe and configure the DiffServ QoS model

TVOICE / 642-427

Apply the Cisco recommended methodology used to determine general Unified communications system problems and issues

Identify available tools to operate and troubleshoot a Unified Communications System

Troubleshoot registration issues

Troubleshoot call setup issues

Troubleshoot database issues

Troubleshoot call control discovery and Cisco Inter Company Media Exchange

Troubleshoot application issues

Troubleshoot media resources

Troubleshoot voice quality issues

CAPPS / 642-467

Configure Cisco Unity Connection

Configure Cisco Unity Express using the GUI

Configure VPIM to network Cisco Unity Connection and Cisco Unity Express

Implement Cisco Unified Presence Solution

CIPT1 / 642-447

Perform initial set up of a Cisco Unified Communications Manager cluster

Describe and configure Cisco Unified Communications Manager to support on-cluster calling

Describe and configure a route plan for Cisco Unified Communications Manager to support off-net calling

Describe and configure Cisco Unified Communications Manager media resources

Describe and configure the Cisco Unified Communications Manager to support features and applications

CIPT2 / 642-457

Describe and implement centralized call processing redundancy

Describe and configure a multi-site dial plan for Cisco Unified Communication Manager

Implement call control discovery and Cisco Inter Company Media Exchange

Implement bandwidth management and Call Admission Control

Implement mobility features

________________________________________________________________________________________________________
CWNP
CWTS / PW0-70
Wi-Fi Technology, Standards, and Certifications

Hardware and Software

Radio Frequency (RF) Fundamentals

Site Surveying and Installation

Applications, Support, and Troubleshooting

Security & Compliance

CWNA / PW0-104

Radio Frequency (RF) Technologies

IEEE 802.11 Regulations and Standards

IEEE 802.11 Protocols and Devices

IEEE 802.11 Network Implementation

IEEE 802.11 Network Security

IEEE 802.11 RF Site Surveying

CWSP / PW0-204

Wireless Network Attacks and Threat Assessment

Monitoring and Management

Security Design and Architecture

Security Policy

Fast Secure Roaming

CWDP / PW0-250

Network Planning

Enterprise WLAN Design Strategies

Infrastructure Design and Network Services

WLAN RF Design

Advanced Site Surveying

802.11 Security Design

Design Troubleshooting

CWAP / PW0-270

802.11 Physical (PHY) Layer Frame Formats and Technologies

802.11 MAC Layer Frame Formats and Technologies

802.11 Operation and Frame Exchanges

Spectrum Analysis and Troubleshooting

Protocol Analysis and Troubleshooting

________________________________________________________________________________________________________
2G (GSM – VAS) 

GSM Services and Features
The System Architecture of GSM

The Base Station Subsystem (BSS)

Network Switching Subsystem (NSS)

SS7 in GSM

Air interface (MS-BSS) of GSM

ABIS interface (BSS-BSC)

A-interface (BSC-MSC)

GSM operations scenarios 
3G (WCDMA – HSPA)
WCDMA Services and Features

The System Architecture of WCDMA

HSPA Services and Features

The System Architecture of HSPA
4G (WIMAX – LTE)
Introduction to WiMAX

WiMAX Applications

Deploying WiMAX Systems

Planning for Coverage and Capacity

IEEE 802.16e Protocol Suite

Security in WiMAX

Mobile Network Technologies

Long Term Evolution (LTE)

Core Network Evolution

Outside LTE/SAEFourth Generation (4G) Networks

RF Planning & Optimization
2G RF Planning & Optimization

3G RF Planning & Optimization

4G RF Planning & Optimization



Optical Fibers

Explain the different types of optical fibers and cables

Introduce the different techniques of fiber manufacturing

Explain the optical fiber handling and end preparation

Provide trainees with hands on training on fiber handling and end preparation using most popular fiber stripper and cleaver tools

Provide trainees with hands on training on fiber splicing using popular automatic splicers

Explain the fundamentals of fiber optic communications

Introduce the fiber optic components and related technologies

Introduce the most important fiber optic communication devices and related technologies.

Introduce latest advances in fiber optic communications and other fiber optic applications.

________________________________________________________________________________________________________

CISA

The Process of Auditing Information Systems
Governance & Management of IT
Information Systems Acquisition, Development & Implementation
Information Systems Operations, Maintenance & Support
Protection of Information Assets
CISM

Information Security Governance
Information Risk Management & Compliance
Information Security Program Development & Management
Information Security Incident Management
CISSP

Information Systems Access Control
Security Architecture and Design
Network and Telecommunications Security
Information Security Management Goals
Information Security Classification and Program Development
Risk Management and Ethics
Application Security
Cryptography
Physical Security
Operations Security
Business Continuity and Disaster Recovery Planning
Legal, Regulations, Compliance, and Investigations
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